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Trace Properties vs Hyperproperties

…

…

…

Trace property P?System:

Hyperproperty H?System:

…

…

…

CLOUD

70bpm, 65bpm, …

64bpm, 68bpm, …

75bpm, 80bpm, …

Illness!
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Information Flow Security

Noninterference: “For any two traces, if they agree on the inputs, they must agree on the outputs.”

∀t, t′ ∈ T . sameInputs(t, t′ ) → sameOutputs(t, t′ )

secret Inputs

Inputs

secret Outputs

Outputs



4

Beyond Information Flow Control
Robustness properties: “similar inputs lead to similar outputs”

Inputs 1

Inputs 2

Outputs 1

Outputs 2
≈ ≈

System properties:

• partial observation
• distributivity
• fault tolerance

… are expressible as hyperproperties

env

P1

O1

P2

O2

I1 I2
“on all two traces, if P1 receives the same 
 inputs, it produces the same outputs”

Distributivity:

Finkbeiner, Hahn, Lukert, 
Stenger, Tentrup
Acta Informatica, 2019
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Outline

HyperLTL

first-order hyperlogic 
FO[<,E]

HyperQPTL

uniform properties

uniform properties + 
-regular propertiesω

model checking 
satisfiability 
synthesis

hierarchy of 
hyperlogics
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HyperLTL

“All traces have the light on at the same time”:

Noninterference:

8⇡.8⇡0. (on⇡ $ on⇡0)

<latexit sha1_base64="inZV4iNBvx+arhqT3oyr2b5NrxY="></latexit>

⇡

<latexit sha1_base64="tbPbRcQVvfjHK/PtM6kESy3kN2Y="></latexit>

⇡

<latexit sha1_base64="4q6x+0nzR0N6tMCk4D9pKxAGwOA="></latexit>

8⇡.8⇡0. (
^

i2inputs

i⇡ $ i⇡0) ! (
^

o2outputs

o⇡ $ o⇡0)

<latexit sha1_base64="UA5oEWyIqrqm0YMRZRIZPakFobU="></latexit>
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HyperLTL Expressiveness

No -regular propertiesω

No uniform properties

Uniform Termination: “There is a global bound up to which the system terminates on all traces.”

Hyperlogics beyond HyperLTL?

Bozzelli, Maubert, Pinchinat
FoSSaCS, 2015
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Outline

HyperLTL

first-order hyperlogic 
FO[<,E]

uniform properties

hierarchy of 
hyperlogics
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First-Order Hyperlogics

Kamp’s Theorem: 

LTL ≡ FO[<]

FO[<,E]: First-Order Monadic Logic of Order with Equal-Level Predicate:

“All traces globally agree on a”:

HyperLTL < FO[<,E]

x < y

<latexit sha1_base64="DrlSynKlXBo5A98YOZcASpyYpQE="></latexit>

x 6< y

<latexit sha1_base64="cwfe2Q2zniWqPOGKxAAhq0Nj6bs="></latexit>

Finkbeiner, Zimmermann
STACS, 2017

8⇡.8⇡0. (a⇡ $ a⇡0)

<latexit sha1_base64="1mwPaIbrI7VPNTah7KFHoGh+UO4="></latexit>

8x.8y. E(x, y) ! (Pa(x) $ Pa(y))

<latexit sha1_base64="Si9JGYXQInqeccbZqYdNEkB8LAo="></latexit>
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HyperLTL < FO[<,E]

FO[<,E] can express uniform properties:

Uniform Termination: “There is a global bound up to which the system terminates on all traces.”

9b.8x. E(x, b) ! Phalt(x)

<latexit sha1_base64="mSS5++7PGxI2oMxrwYQWqguHqQE="></latexit>
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The Hierarchy of Hyperlogics

HyperLTL

FO[<,E]

HyperQPTL

S1S[E]

linear-time 
logics

branching-time 
logics

HyperCTL*

MPL[E]

HyperQCTL*  
 MSO[E]≡

LTL  FO[<]≡

QPTL  S1S≡

temporal 
logic

FO/SO 
logic

CTL*  MPL≡

QCTL*  MSO≡

temporal 
logic

FO/SO 
logic

classic hyper
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Omega-regularity

QPTL = LTL + propositional quantification

Counting properties: “On all even positions, a holds.”

LTL cannot express -regular propertiesω

9q. q ^ (q $ ¬q) ^ (q ! a)

<latexit sha1_base64="HtytkFA3DEyin/TjQU7nuyT/DVw="></latexit>

HyperQPTL => QPTL instead of LTL?

9q. ...

<latexit sha1_base64="ayEPpsxDrgz9q2fppHeAnXKlDpc="></latexit>

-regular properties over n-tuplesω We can do better!



Uniform Termination: “There is a global bound up to which the system terminates on all traces.”

14

HyperQPTL
HyperQPTL = HyperLTL + Propositional Quantification

' ::= 9⇡. ' | 8⇡. ' |  
 ::= a⇡ |  |  U  | ¬ |  _  

<latexit sha1_base64="7YsXOsenjHNP0nFAXvNMhELHI48="></latexit>

| 9q. ' | 8q. '

<latexit sha1_base64="TLqgt1sKx8oB45ZVx/AXXWRq+D8="></latexit>

| q

<latexit sha1_base64="uZA09CHE5ZSzx03IVrwC9sKIeTI="></latexit>

9q.8⇡. once(q) ^ (halt⇡ ^ q)

<latexit sha1_base64="BJEVufm/lMuArNL8ePWwjETvRRU="></latexit>

Rabe
Ph.D. Thesis, 2016
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HyperQPTL Expressiveness

Uniform hyperproperties: Uniform termination, promptness

“An agent that can only observe low security variables can never infer the value of the secret”

¬((K{low} sec) $ sec)

<latexit sha1_base64="uJ+Q/Pr/fA8ahPCuMZzdlG17Bcg="></latexit>

-regular properties over n-tuplesω

Epistemic properties: HyperQPTL subsumes LTLK

<latexit sha1_base64="8OXZaxD5NTEPEZoxJU6bjlZXfsw="></latexit>
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HyperQPTL Model Checking

HyperQPTL Model Checking is decidable.

HyperLTL

FO[<,E]

HyperQPTL

S1S[E]

Idea: propositional sequences can be treated as normal traces by modifying the system

Rabe
Ph.D. Thesis, 2016

Space complexity: 22
. .

.
2'

<latexit sha1_base64="k2LAD7k28nEKKikukFlL8YFqaII="></latexit>

(

<latexit sha1_base64="eR1gP7Q0CYt3ZrY0qCMTNDCLBMs="></latexit>

number of quantifier alternations

9q.8⇡. once(q) ^ (halt⇡ ^ q)

<latexit sha1_base64="BJEVufm/lMuArNL8ePWwjETvRRU="></latexit>

Uniform termination: 1 quantifier alternation

S1S[E]: model checking undecidable

9 ) 8 / 8 ) 9

<latexit sha1_base64="sdV/zJgbhgvJnZq/uZrlcObKZ8w="></latexit>
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HyperQPTL Satisfiability

9⇤

<latexit sha1_base64="KG1G0MGWimuZRpTzSWPwgHDZnuw="></latexit>

8⇤

<latexit sha1_base64="yICNbo8MNW9eMWZm0mMYByJN6SQ="></latexit>

9⇤8⇤

<latexit sha1_base64="O3p2eAQApfo3n7eoyZXMX/B3hgo="></latexit>

89

<latexit sha1_base64="U86eyQ4xX/z/tr6Wn1T7s7UFcWQ="></latexit>

Q⇤
q9⇤⇡Q⇤

q8⇤⇡Q⇤
q

<latexit sha1_base64="Rtqh1nTkrFd8Vt6Y/gcY9ImquoA="></latexit>

8⇡9⇡

<latexit sha1_base64="x1G/2MsEOBqT+gYWfzW9u9k5/b0="></latexit>

HyperLTL HyperQPTL

Uniform termination in decidable fragment

     enough to encode 
Post’s correspondence problem
89

<latexit sha1_base64="U86eyQ4xX/z/tr6Wn1T7s7UFcWQ="></latexit>

Propositional quantifiers do not change decidability of the fragments

Finkbeiner, Hahn
CONCUR, 2016
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HyperQPTL Synthesis

: decidable

One : 9⇤q/⇡8⇤q8⇡Q⇤
q

<latexit sha1_base64="WWj8P19iL2lUbSNkENIlfZynjso="></latexit>

decidable

leading to undecidablity:

No 8⇡

<latexit sha1_base64="VzuJ7IFeaMiOSKxQj7GvG4St2kU="></latexit>

8⇡

<latexit sha1_base64="VzuJ7IFeaMiOSKxQj7GvG4St2kU="></latexit>

•  8⇡9⇡

<latexit sha1_base64="96PZaIplSjs7r6Pg27PtbjrqskY="></latexit>

inherited from HyperLTL

•  8⇤q9⇤q8⇡

<latexit sha1_base64="MtHo9mJZ0Mg4xoJLAk8fWb4oHxU="></latexit>

can encode PCP (even though decidable in HyperLTL)

Two :8⇡

<latexit sha1_base64="VzuJ7IFeaMiOSKxQj7GvG4St2kU="></latexit>

linear fragment decidable

leading to undecidablity:

• information forks in distributed architectures (non-linear)

env

P1

O1

P2

O2

I1 I2 I1  I2⊂

Uniform termination in decidable fragment

Propositional quantifiers do change decidability of the fragments

Finkbeiner, Hahn, Lukert, 
Stenger, Tentrup
Acta Informatica, 2019
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Conclusion

First/second-order hyperlogics are more expressive 
than their temporal counterparts

Other FO/SO hyperlogics? Model Checking, SAT, …?

HyperQPTL can express -regular, uniform, 
and epistemic properties

ω

Decidable (MC/SAT/SYNT) fragments are expressive

More expressiveness?


